
1 Define the Problem - Fill in an Outline

Cause Mapping is a Root Cause Analysis method that captures 
basic cause-and-effect relationships supported with evidence.

ProblemStep 1.

AnalysisStep 2.

SolutionsStep 3.

Cause Mapping

What's the 
Problem?

Why did it 
happen?

What will be 
done?
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The $150 Million Typo

Typo takes down Amazon's cloud storage

On February 28, 2017, thousands of websites and apps experienced performance issues after a 
failure of the popular cloud computing platform S3, provided by Amazon Web Services. The 
outage started about 9:30 AM PST and the S3 platform wasn’t functioning normally until just 
before 2 PM PST.  The size and length of the outage was unprecedented and the economic impact 
has been estimated to be upwards of $150 million.

"At 9:37AM PST, an authorized S3 team member using an established playbook executed a command 
which was intended to remove a small number of servers for one of the S3 subsystems that is used by the 
S3 billing process. Unfortunately, one of the inputs to the command was entered incorrectly and a 
larger set of servers was removed than intended. "

-Summary of the Amazon S3 Service Disruption in the Northern Virginia (US-EAST-1) Region 
by Amazon Web Services

Cause Map

2 Analysis - Build a Cause Map

Start with simple "Why"  questions.  Add more detail to the Cause Map 
by asking more questions.

3 Solutions

For a free copy of our Root Cause Analysis Template in 
Microsoft Excel, used to create this page, visit our web site.
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Investigate Problems. Prevent Problems.

CauseEffect

Why?

NOTE:  Read the Cause Map from left to right with the 
phrase "Was Caused By" in place of each arrow.
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Team member 
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process was 
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Evidence: Reports by 
users and statement 
by Amazon Web 
Service.

Evidence: Analytics 
firm Cyence 
estimated the S3 
outage cost S&P 500 
companies at least 
$150 million.

Evidence: Statement 
by Amazon Web 
Service.

Evidence: Statement 
by Amazon Web 
Service.

Evidence: Statement 
by Amazon Web 
Service.

Evidence: Apica Inc., 
reported that 54 of the 
internet's top 100 retailer
websites  slowed down by 
at least 20% or more 
during the S3 outage.
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What Problem(s) Amazon cloud storage failure, widespread disruption 
on website and apps

When Date February 28, 2017
Time Begun 9:37 AM PST
Different, unusual, unique Performing maintenance on S3

Where Unit, area, equipment Amazon's Simple Storage Service (S3)
Task being performed Debugging an issue

Impact to the Goals
Customer Service Widespread delays and outages on websites and 

apps
Economic Major economic impacts to affected companies
Production/ Schedule S3 outage (~4.5 hours)
Labor/ Time Significant investigation/recovery efforts

Based on the changes they have already made and more they intend 
to make in the future, Amazon’s web services are clearly working to 
improve the reliability of their S3 platform and reduce the 
consequences of a similar mistake in the future. They have modified 
their system so that servers will be removed more slowly and added 
safeguards so that no subsystem is reduced below its minimum 
required capacity level as servers are removed.  Audits are also being 
done on their other operational tools to ensure that there are similar 
safety checks in place.  Additionally, changes are being made to 
improve recovery time of key S3 subsystems so that the length of 
outages is reduced.


