
1 Problem

Cause Mapping is a Root Cause Analysis method that captures basic 
cause-and-effect relationships supported with evidence.
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Abusive Android App

App Takes Down National Weather Service Website
The National Weather Service (NWS) website was down for hours on August 25, 
2014.  Emergency weather alerts such as tornado warnings were still 
disseminated through other channels, but this issue raises questions about the 
robustness of a vital website.

The outage was caused by an abusive Android app that bogged the site down 
with excessive traffic.  The app was designed to provide current weather 
information and it pulled data directly from the forecast.weather.gov website.  
The app inadvertently queried the website thousands of times a second because 
of a programming error and the website was essentially overwhelmed.  

Cause Map

2 Analysis

Basic Level Cause Map - Start with simple Why questions. Basic Cause-and-Effect

The Cause Map is built by asking "why" questions.  
Why was the website inaccessible?  This was 
because it was overwhelmed by an app that  
excessively quried  the website.

Effect Cause

Evidence:

Solution:
Weather.gov 

was inaccessible 
for hours

Production/ 
Schedule Goal 

Impacted

Android app 
excessively 

queried website
3 Solutions

For a free copy of our Root Cause Analysis Template in Microsoft 
Excel, used to create this page, visit our web site.
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NOTE:  Read the Cause Map from left to right with the 
phrase "Was Caused By" in place of each arrow.

Tthe final step of the Cause Map process is to 
develop and implement solutions to reduce the risk of 
a problem from recurring.

What Problem(s) National Weather Service’s website 
inaccessible for hours

When Date August 25, 2014
Time Afternoon to evening
Different, unusual, unique ?

Where Facility, site weather.gov
Task being performed Weather forecasting

Impact to the Goals
Safety N/A
Environmental N/A
Customer Service Public unable to use weather.gov

Bad publicity
Regulatory N/A
Production/ Schedule Weather.gov was inaccessible for hours
Property/ Equipment N/A
Labor/ Time Recovery effort/ investigation required

Evidence:

More Detailed Cause Map - Add detail as information becomes available.
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Evidence: App was 
querying website 
thousands of times a 
second.

Software error 
in the app

Inadequate 
testing 

Error made 
during

development
No filters in place 
to protect against 
excessive traffic

?

Designed to 
provide up-to-
date weather 

forecasts

Weather.gov
provides 

weather info

Large spike in 
traffic to sitePossible solution:  

Add filter to block 
excessive traffic

AND

AND

AND

AND

Evidence: Statements 
by the National
Weather Service.

Evidence: National
media covered the 
story.  There have been 
other recent high profile 
technical issues.

Evidence: Statements 
by the National
Weather Service.

Tthe final step of the Cause Map process is to 
develop and implement solutions to reduce the risk of 
a problem from recurring.

In order to address the issue, NWS installed a filter to 
block the excessive queries and worked with the app 
developer to ensure the error was fixed.


