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Investigate Problems. Prevent Problems.
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Cause Mapping is a Root Cause Analysis method that captures basic 
cause-and-effect relationships supported with evidence.
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AnalysisStep 2.
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What's the 
Problem?

Why did it 
happen?

What will be 
done?
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Increased
awareness of 
need for cyber 

security

Customer 
Service Goal 

Impacted

Recovery efforts 
took many man-

hours

Labor/ Time 
Goal Impacted

Delay in 
accessing 

internet

Production/ 
Schedule Goal 

Impacted

Significant costs 
from loss of 

internet access

Financial Goal 
Impacted

~10% of Internet 
connected 
systems
disabledEvidence: Loss of 

internet access due to 
the Morris worm is 
estimated to have cost
between $100,000 and 
$10,000,000.

Significant
connectivity 
issues with 

internet

Many computers
disconnected

Attempt to 
prevent spread 

of computer 
worm

~10% of Internet 
connected 

systems disabled

A worm caused 
many computer 
systems to fail

See Same 
Cause

A worm was 
introduced to the 

internet

Programmer 
believed the 
worm was 
"harmless"

Programmer
didn't intend to 

disable 
computers 

Potential
reinfection was 

part of the 
design

Worm exploited 
known 

weakness

Known software 
bugs weren't 

fixed

Little focus on 
cyber security at 

time

Internet was still
in it's infancy

This was the 
first major 
"attack" on 

internet Only a small 
number of users 
were on internet

He made an 
error in the
program

Worm quickly 
re-infected 

computers over 
and over

Evidence: It's 
estimated that more 
than 6,000 university, 
research center and 
military computers
were infected.

Programmer 
was trying to 

gauge the size 
of internet

Inadequate 
testing 

Evidence: Program 
took advantage of a 
hole in the debug 
mode of the Unix 
sendmail program and 
in the  finger daemon 
fingerd.

Evidence: The programmer 
wanted one copy of the worm 
to infect each computer, but 
designed the worm to duplicate 
itself every seventh time a 
computer indicated it already 
had the worm to make the 
worm hard to defend against.

Intended to 
make the worm 

difficult to 
defend against

Evidence: Statement by 
programmer.  Verified 
by examining the code 
of the worm.

Programmer 
underestimated

the speed of 
propagation
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The short term solutions to the Morris 
virus were to remove the software 
from affected computers and get all 
systems reconnected to the internet.  
Long term solutions to prevent future 
worm attacks including fixing the bugs 
that had been exploited and 
incorporating cyber security into 
internet programming.

In 1988 the world was introduced to the concept of a software worm when 
the Morris worm made headlines for significantly disrupting the fledgling 
internet.  The mess left in the wake of the Morris worm took several days to 
clean up. The estimates for the cost of the Morris worm vary greatly from 
$100,000–10,000,000, but even at the lower range the numbers are still 
substantial.

Regulatory
Goal Impacted

Programmer is 
prosecuted for 

spreading 
computer virus

What Problem(s) Internet disrupted by worm
When Date November 2, 1988

Time ~ 6 pm
Different, unusual, unique First worm of this type

Where Facility, site Launched from MIT
Unit, area, equipment The internet
Task being performed Attempting to gauge size of internet

Impact to the Goals
Customer Service Increased awareness of need for cyber security
Financial Significant costs from loss of internet access
Production/ Schedule Delay in accessing internet
Regulatory goal Programmer is first person prosecuted for spreading 

computer virus
Labor/ Time Recovery efforts took many man-hours


